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Die Einflihrung von SaaS-Losungen fuhrt Q) heylogin
eine Nachfrage nach Passwort-Managern
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Password-Manager machen 3 Dinge: Q) heylogin
Passworter generieren, speichern and nutzen

Registrierung: Passwort generieren Login: Passwort nutzen
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Passworter sind geschiuitzt durch ein
Master-Passwort
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Das Master-Passwort ist unsicher & verhindert die @ heylogin
Breite Nutzung durch Nicht-ITler

Langes & komplexes Master-Passwort
muss regelmallig eingegeben werden

e 28% verwenden ihr Master-Passwort fir
Eniar 16-Rg1 Makoar pasert mehrere Website-Konten wieder

e LastPass-Hack im Jahr 2022 aufgrund
von Master-Passwortern

e ~120k EUR Opportunitatskosten fir die
Eingabe von Master-Passwaortern
(Unternehmen mit 1.000 Benutzern)

1Passw@rd LastPass--«| | DAsHLANE

Geringe Akzeptanz bei Nicht-ITlern
(Niedrige Usability, Security nutzerabhangig) I

security.org: Password Manager Industry Report and Market Outlook (2023-2024)
Mare et al.: “A Study of Authentication in Daily Life”, Usenix 2016
Florencio, Herley: A Large-Scale Study of Web Password Habits, WWW 2007



heylogin ersetzt das Master-Passwort

durch Hardware fiir Einfachheit & Sicherheit

Langes & komplexes Master-Passwort
muss regelmallig eingegeben werden

Enter 16-digit master password

1Passw@rd LastPasse--| |\ DASHLANE

Geringe Akzeptanz bei Nicht-ITlern
(Niedrige Usability, Security nutzerabhangig)

Auf dem Handy bestatigen

Hohe Akzeptanz
(Hohe Usability, Breach-Proof Security)
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Chrome on Windows 10

Confirm with your phone

Cancel
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heylogin unterstiitzt viele Login-Geraten © heylogin
und funktioniert mit allen Browsern und Websites

@ - Sign in to your Microsoft account - Chromium o X
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Touch ID / p

Google
Windows Hello

Signin

Use your Google Account
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Mot your computer? Use Guest mode to sign in privately. Learn more
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) heylogin

assworter mit Berechtigungen teilen

© heylogin * -

& c M 25 heylogin.appforganizationsfc2ee719a-0de7-48ef-a248-7f8107¢255¢cc/teams/838c72a2-8537-4d8d-bf69-5f791513a1e2

heylogin Q Alle Logins durchsuchen #E K
>

All Users
All Users

o Neuer Eintrag
Teameinstellungen

dWs.amazZon.com
Logins auf Mobilgerdten anzeigen

Passwirter verbergen fiir Mitglieder mit Lesezugriff

Das Passwort und andere geschiitzte Felder werden vor dem Empfanger verborgen,
Das P t und jeschiitzte Fel | Empf ]
und kénnen nicht kopiert werden. Der Login kann nur 2um Einloggen auf Webseiten

genutzt werden. Learn more [

1 Team-Login
.. aws.amazon.com

E? paul@heylogin.com
Team-Logins hinzufiigen

Logins importieren

Login manuell hinzufiigen

20 Teammitglieder

Abmelden $01 = . . _— .
hitps:/iheylogin appforganizations/c2ee719a-0de7-48ef-a248-7(8107c255cc teams/838c7 2a2-8537- 4dBd-blG9-5179151301e2/e6108222-0530-4861-a551-e002b707612d *n Sind automatisch Mitglieder dieses Teams.




Handy verloren? Kein Problem! © heylogin

Zusatzliche Login-Gerate Mitarbeiter haben ihr Handy verloren?
Sicherheitsschliissel, Windows Hello, Touch ID Alte Gerate trennen & Mitarbeiter neu einladen — kein Datenverlust

Swipe to login pem— x 1
« C O @ heylogin.app/organizationsf4b108c7e-cebd-4028-8691-925e0cd1dB04/managefusers
B Iphﬂﬂﬂ 14 Qﬁ} heylogin @ Search in all logins HK
Users Integrations Settings Plan
» anna@example.com
Q, Search users ®Uu Add filter =
i . . 1 of 5 users selected Clear selection User settings
Additional login devices
B User/Email Status B Admin© )
. S Co MV min (Organization
] Ga Example Company 1 marie@example.com (You, Admin) Active []
Security key (Yubico Security Key NFC) = % anna@example.com active [ (B show personal logins
Remove G} Management Open anna@example.com’s logins
& ] charlotte@example.com Active []
) Personal Logins
H; ' 2 ] lina@example.com Active []

] michael@example.com Active [] Status

C.“ Active
@ FPhone connected

Disconnect U%

Fl Secondary security kKey
Configure for all devices

Teams

Windows Hello

All Users Member

Sales Add

Touch ID (macOS5)
Configure for this device

)




heylogin

nchronisierung von Mitarbeitern

€ heylogin ® +

« - & heylogin.app/organizations/4b108c7e-cebd-4028-8691-925e0cd1d804/manage/users

@ heylogin Q Search in all logins

Users Audit log Integrations Settings Plan
¥» 1 user selected

Q Search users ®U Add filter =
The selected user/email doesn't exist in your heylogin

1ok 1T isers salacted Cliar seleetion organization at the moment. Create the user now.

B User/Email Origin Status @ send invite email
q’fa Example Company .

@ Management

Activate account in heylogin
anna@example.com A No account o

simon@example.com A No account

lisa@example.com Mo account
Ry

ranja@example.com No account

christopher@example.com MNo account

rick@example.com Mo account




Pwnitoring (Darkweb-Monitoring) & Login Status = @ heylegin

Monitored Domains

Login status

e schuermann.eu Password-Check: @ Insecure

This password was found in a list of

» Last check: 11/27/2024 leaked passwords. Please, do not use it!

» Searched accounts: 14.4 bn (834 breaches)

TOTP (2FA): Lfb_ij Not active Activate TOTP
Adjust domains? Contact support
Password Policy: @ Violated Show policy
Origin: () Unknown
2 Breaches
& Nitro
Breach date: 09/28/2020 Login status
Known since: 01/19/2021 Leak check: @ Password checked
Affected data: Email addresses, Names, Passwords
Affected accounts: dominik+nitro@schuermann.eu TOTP (2FA): (X) Not active Activate TOTP
Password Policy @ Compliant Show policy
Ledger

Origin: @ Generated by heylogin
Breach date: 06/25/2020

Known since: 12/20/2020
Affected data: Email addresses, Names, Phone numbers, Physical addresses

Affected accounts: dominik@schuermann.eu




Deep Dive: Sicherheitsarchitektur © heylogin

Zero-Knowledge

& - o Vault: Private Logins Alice

Example Organisation encrypted with

S
No access . : ' E
to passwords : o Vault: Personal Logins Alice i
e
! & o Vault: Personal Logins Bob User Alice
- J - Vault: Team A
- = encrypted with
I Vault: Team B ‘ —
d | o R
Admin of examp[e VEIU"I: Team C encrypted with e
organisation User Bob

heylogin cloud

& Zero-Knowledge

heylogin GmbH




Deep Dive: Echte 2-Faktor-Sicherheit © heylogin

Legacy Password Manager

(1Password, Dashlane, LastPass,...)

Optional 2. factor

TOTP
123
654 1. factor:

Security chip

1. factor
Master Password

P

/_ \' ffil:\
'@/’l ( :'J..‘i\.' =)
o
2. factor:

Fingerprint, facial recognition
or PIN




Deep Dive: Schutz gegen Brute-Force-Angriffe ©) heylogin

Legacy Password Manager

(1Password, Dashlane, LastPass,...)

1 Provider cloud 1 heylogin cloud
Remote attack: Remote attack:
Attacker steals vault Attacker steals vault
2 1. factor:
Security chip
Attacker cloud
2 d¢E
Physical attack:
Attacker steals phone
@ 100 USD costs to crack A K il
Master Password 3 & ttacker clou

ﬂ Dooonn AEp
9 attempts
to guess the PIN I



Aktuell in Entwicklung: © heylogin
SaaS Management

Q  App/Plattform suchen Filter hinzufiigen =
3 Apps/Plattform
App/Plattform Accounts Kategorie Passwortstarke MFA-Setup Kritikalitatsstufe Kosten pro Account
’ Figma 5 Entwicklung 80% 100% Niedrig 30€/Monat Anzeigen
f Personio 45 Personal 100% - Mittel - Anzeigen
¥ Microsoft 365 52 Administration 100% - Hoch - Anzeigen




Aktuell in Entwicklung: © heylogin
SaaS Management

& > Figma
L=l

Q Account suchen Filter hinzufigen =
5 Accounts
Account Sicherheit Speicherort Erstellt am Letzter Audit-Log
[ ] paul@beispiel.de &2 Sicher & 2-FA Personliche Logins 19.08.2024, 13:38 Passwort angezeigt
[%] lea@beispiel.de &2 Sicher (2 2-FA Personliche Logins 09.08.2024, 10:28 Passwort kopiert
[¥] michael@beispiel.de G2 Unsicher £ 2-FA Personliche Logins 09.08.2024, 10:28 Passwort angezeigt
[ ] lisa@beispiel.de &2 Sicher & 2-FA Personliche Logins 09.08.2024, 10:28 Passwort angezeigt

[ ] marketing@beispiel.de &2 Sicher G 2-FA Marketing 09.08.2024, 10:28 Passwort angezeigt




www.european-alternatives.eu © heylogin

EUROPEAN Categories Alternatives Latest Blog About EN/DE Q
ALTERNATIVES

p European password managers

A password manager is a software that allows users to store and manage

passwords securely.

This category contains services from companies based in a member state of
the European Union (EU), the European Economic Area (EEA) and the European

Free Trade Association (EFTA).
You can read more about the listing criteria here.

heylogin

™ Germany EU ( EU hosted 7] Website

Free plan

heylogin is a password manager from Germany, which does not require
a master password, but rather works with login confirmation through
your phone. They don't require any IT skills, and their state-of-the-art

encryption algorithms may be found on their website.

Read more




Infrastruktur des Produkts © heylogin

Manuelles Deployment via SSH ‘ E Replikation via VPN Tunnel
ooo

Automatisches

heylogin.app

via SSH

Standby-Server

CI/CD Builder
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Frankfurt

Business Intelligence

Niirnberg
Management
GDPR liant System
compiian ISO/IEC Die heylogin GmbH ist
and stored in 27001:2022

TUVRheinland ISO 27001 zertifiziert

Germany

WL tLUvV.Com
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cc58 |pLus|
& Verified purchaser

Member since: Mar 2019 * Deals bought: 229 « Posted: Jul 16, 2022

Smooth Experience
The UX here is really, really good. Almost too good, to be honest. | think for myself, the little

hiccups and friction points that other password managers give me (Bitwarden, LastPass,
1Password, etc.) actually make me feel the security aspect of their services, even though that
sounds counterintuitive. It's difficult to explain.

With heylogin, | don't feel any of this friction. At all.
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